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however, shall be considered by the Di-
rector as reasonable cause to believe a
person has violated a protective order
within the meaning of § 356.15.

(1) Disclosure of proprietary informa-
tion to any person not granted access
to that information by protective
order, including an official of the De-
partment or member of the Secretariat
staff not directly involved with the
panel review pursuant to which the
proprietary information was released,
an employee of any other United
States, foreign government or inter-
national agency, or a member of the
United States Congress, the Canadian
Parliament, or the Mexican Congress.

(2) Failure to follow the detailed pro-
cedures outlined in the protective
order for safeguarding proprietary in-
formation, including maintaining a log
showing when each proprietary docu-
ment is used, and by whom, and requir-
ing all employees who obtain access to
proprietary information (under the
terms of a protective order granted
their employer) to sign and date a copy
of that protective order.

(3) Loss of proprietary information.
(4) Failure to return or destroy all

copies of the original documents and
all notes, memoranda, and submissions
containing proprietary information at
the close of the proceeding for which
the data were obtained by burning or
shredding of the documents or by eras-
ing electronic memory, computer disk,
or tape memory, as set forth in the
protective order.

(5) Failure to delete proprietary in-
formation from the public version of a
brief or other correspondence filed with
the Secretariat.

(6) Disclosure of proprietary informa-
tion during a public hearing.

(e) Each day of a continuing viola-
tion shall constitute a separate viola-
tion.

§ 356.15 Initiation of proceedings.
(a) If the Deputy Under Secretary

concludes, after an investigation and
report by the Director under § 356.14(c)
and consultation with the Chief Coun-
sel, that there is reasonable cause to
believe that a person has violated a
protective order or a disclosure under-
taking and that sanctions are appro-
priate for the violation, the Deputy

Under Secretary will, at the Deputy
Under Secretary’s discretion, either
initiate a proceeding under this sub-
part by issuing a charging letter as set
forth in § 356.16 or request that the au-
thorized agency of the involved FTA
country initiate a proceeding by
issuing a request to charge as set forth
in § 356.17. In determining whether
sanctions are appropriate and, if so,
what sanctions to impose, the Deputy
Under Secretary will consider the na-
ture of the violation, the resulting
harm, and other relevant cir-
cumstances of the case. The Deputy
Under Secretary will decide whether to
initiate a proceeding no later than 60
days after receiving a report of the in-
vestigation.

(b) If the Department receives a re-
quest to charge from an authorized
agency of a FTA country, the Deputy
Under Secretary will promptly initiate
proceedings under this part by issuing
a charging letter as set forth in § 356.16.

§ 356.16 Charging letter.

(a) Contents of letter. The Deputy
Under Secretary will initiate pro-
ceedings by issuing a charging letter to
each charged party and affected party
which includes:

(1) A statement of the allegation that
a protective order or a disclosure un-
dertaking has been violated and the
basis thereof;

(2) A statement of the proposed sanc-
tions;

(3) A statement that the charged or
affected party is entitled to review the
documents or other physical evidence
upon which the charge is based and the
method for requesting access to, or
copies of, such documents;

(4) A statement that the charged or
affected party is entitled to a hearing
before an administrative law judge if
requested within 30 days of the date of
service of the charging letter and the
procedure for requesting a hearing, in-
cluding the name, address, and tele-
phone number of the person to contact
if there are further questions;

(5) A statement that the charged or
affected party has a right, if a hearing
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